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EVALUATION REPORT

CT Gaming AD
7 Kukush Str.,
Client name & Address:
1345 - Sofia
Bulgaria
Client Reference Number: Client Submission Letter Dated 12t June 2020

Start date: 18" June 2019

Testing dates:
End date: 2" July 2020

Random Number Generator
RNG

v. 6316

SIGNATURES: See section 5

Product / Game Description:

Test Category: RNG evaluation

Jurisdictions Recommended: Bulgaria

o GENERAL TECHNICAL AND FUNCTIONAL REQUIREMENTS FOR GAMING
SOFTWARE AND COMMUNICATION EQUIPMENT USED IN REMOTE GAMES
OF CHANCE

o ORDER AND PROCEDURE FOR THE IDENTIFICATION AND REGISTRATION OF

Technical Standard used for PARTICIPANTS, STORING DATA ONLINE BETTING ORGANIZED IN THE

Evaluation: REPUBLIC OF BULGARIA AND FOR SUBMISSION OF INFORMATION TO THE
GAMING SERVER STATE GAMBLING COMMISSION AND THE NATIONAL
REVENUE AGENCY

O  GENERAL GAMING CONDITIONS AND RULES FOR ORGANIZING GAMBLING
GAMES ON SPORTING COMPETITIONS AND HORSE AND DOGS RACING

BMM Spain Testlabs, s.l.u.

Parque Empresarial Vallsolana, Edificio Vinson
Cami de Can Camps, 17-19

08174 Sant Cugat del Vallés

Barcelona — Espaiia

Location where test was
performed:

Location where report was
P BMM Spain Testlabs, s.l.u.

issued:
Conclusion: PASS
BMM Reference Number: CATE.1014
Method/Procedures used: EURAF-SPA-MO0-41v.2.8
Consultant(s): Slava Kolmykov
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SCOPE OF EVALUATION.

CT Gaming AD has requested BMM to evaluate the random number generator (RNG) RNG v6316 against the
jurisdiction of Bulgaria.

o GENERAL TECHNICAL AND FUNCTIONAL REQUIREMENTS FOR GAMING SOFTWARE AND COMMUNICATION EQUIPMENT USED IN
REMOTE GAMES OF CHANCE

o ORDER AND PROCEDURE FOR THE IDENTIFICATION AND REGISTRATION OF PARTICIPANTS, STORING DATA ONLINE BETTING
ORGANIZED IN THE REPUBLIC OF BULGARIA AND FOR SUBMISSION OF INFORMATION TO THE GAMING SERVER STATE GAMBLING
COMMISSION AND THE NATIONAL REVENUE AGENCY

o  GENERAL GAMING CONDITIONS AND RULES FOR ORGANIZING GAMBLING GAMES ON SPORTING COMPETITIONS AND HORSE AND
DOGS RACING

DESCRIPTION OF RNG.

The RNG is an implementation of dev/urandom which utilizes the Fortuna algorithm in the Linux environments.

BMM EVALUATION PERFORMED.

BMM examined the RNG source code and performed statistical tests on the output from the RNG. The relevant
file(s) used are listed in the section 5.

3.1.1 SOURCE CODE REVIEW.

The following sections describe the implementation of the RNG in the source code.

3.1.2 SEEDING.

The RNG is cryptographically strong.

3.1.3 CYCLING.

The RNG is cryptographically strong and does not cycle.

3.1.4 SCALING.

Scaling method does not introduce bias.

3.1.5 UNPREDICTABILITY.

3.2,

The RNG is cryptographically secure.

Statistical Testing.

Statistical tests were performed on the output from the RNG. Raw output from the RNG was subjected to a range
of tests in the Empirical, Diehard and NIST test suites. Appendix A describes the tests run in each test suite.

Each test tests the hypothesis that the RNG is a random source of numbers. A “p-value” is produced for each test
run, which is the probability that a truly random process would produce the same or a more extreme result. P-
values are expected to be uniformly distributed between 0 and 1. Each test is performed at least 100 times, and
the p-values for each test are evaluated using an Anderson-Darling test. This produces a single p-value, which is
the probability that the individual p-values have been produced from a uniform distribution.

Finally, the p-values from each test in the same test suite are combined using the Holm-Bonferroni method to
provide an overall p-value. This process adjusts each p-value to ensure that the overall probability of accepting
the RNG as random matches the confidence interval used. The overall p-value, equal to the minimum of the
adjusted p-values, is compared to a specific alpha value to determine if the RNG is accepted or rejected as being
random for a specific confidence interval.
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3.21 EMPIRICAL TESTS

Test P-values 95% Confidence 99% Confidence
Frequency Test 1.000000 PASS PASS
Serial Correlation Test 1.000000 PASS PASS
Runs Test 1.000000 PASS PASS
Gap Test 0.583222 PASS PASS
Coupon Collector Test 1.000000 PASS PASS
Subsequences Test 1.000000 PASS PASS
Poker Test 1.000000 PASS PASS
Overall 0.583222 PASS PASS

Conclusion: The RNG is ACCEPTED as random at the 95% confidence interval.
Conclusion: The RNG is ACCEPTED as random at the 99% confidence interval.

3.2.2 DIEHARD TESTS

Test P-values 95% Confidence 99% Confidence
Binary Rank 32x32 Test 1.000000 PASS PASS
Binary Rank 6x8 Test 0.591772 PASS PASS
Birthday Spacings Test 1.000000 PASS PASS
Bitstream Test 0.935545 PASS PASS
Count The 1's Stream Test 1.000000 PASS PASS
Count The 1's Specific Test 0.585032 PASS PASS
Runs Test 1.000000 PASS PASS
Squeeze Test 1.000000 PASS PASS
Overall 0.585032 PASS PASS

Conclusion: The RNG is ACCEPTED as random at the 95% confidence interval.
Conclusion: The RNG is ACCEPTED as random at the 99% confidence interval.

3.23 NIST TESTS

Test P-values 95% Confidence 99% Confidence
Approximate Entropy Test 1.000000 PASS PASS
Block Frequency Test 1.000000 PASS PASS
Cumulative Sums Test 1.000000 PASS PASS
Discrete Fourier Transform Test 1.000000 PASS PASS
Frequency Test 1.000000 PASS PASS
Linear Complexity Test 1.000000 PASS PASS
Longest Run of Ones Test 1.000000 PASS PASS
Non-Overlapping Template Matchings Test 1.000000 PASS PASS
Overlapping Template Matchings Test 1.000000 PASS PASS
Random Excursions Test 1.000000 PASS PASS
Random Excursions Variant Test 1.000000 PASS PASS
Rank Test 1.000000 PASS PASS
Runs Test 1.000000 PASS PASS
Serial Test 1.000000 PASS PASS
Universal Test 1.000000 PASS PASS
Overall 1.000000 PASS PASS

Conclusion: The RNG is ACCEPTED as random at the 95% confidence interval.
Conclusion: The RNG is ACCEPTED as random at the 99% confidence interval.
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EVALUATION OF THE TECHNICAL REQUIRMENTS.

BMM has tested and confirmed compliance of the against the appropriate applicable technical requirements for
Bulgarian Remote Gambling market. BMM performed the following tests to confirm compliance to the relevant
regulatory specifications:

SECTION VI: RANDOM NUMBER GENERATOR

ARTICLE 33

GAMES WHERE THE RESULTS ARE PRESENTED AS D D X NOT A PART OF RNG EVALUATION
BASED ON A RANDOM PRINCIPLE MUST BE BASED
ON A RANDOM NUMBER GENERATOR, WHICH

SHOULD BE TESTED IN A LABORATORY ART. 33.1

ARTICLE 34

THE RANDOM NUMBER GENERATOR (RNG) MUST X ] [] | PoINT3Is N/A, MAPPING IS
MEET THE FOLLOWING REQUIREMENTS: 1. THE CONSIDERED IMPLEMENTATION.
RESULTS MUST:

A) BE STATISTICALLY INDEPENDENT,

B) CORRESPOND TO THE DESIRED RANDOM
DISTRIBUTION

C) PASS VARIOUS GENERALLY RECOGNISED
STATISTICAL TESTS SELECTED BY THE TESTING
LABORATORY AND SUITABLE FOR THE RESPECTIVE
RNG WITH A CONFIDENCE INTERVAL OF AT LEAST
95%, FOR EXAMPLE: X2 - TEST (CHI-SQUARE
TEST); SERIAL CORRELATION TEST (SERIAL
CORRELATION TEST); TEST POISSON DISTRIBUTION
(POISSON DISTRIBUTION TEST); TEST FREQUENCY
(FREQUENCY TEST); POKER TEST (POKER TEST); AS
TESTING LABORATORY SELECTS APPROPRIATE
TESTS DEPENDING ON RNG.

ART. 34.1

2. BE PROTECTED AGAINST ANY INTERFERENCE
THAT MAY IMPACT THE RESULTS FROM THE
GENERATOR

3. IN CASEIT IS USED FOR MAPPING, THE MAPPING
SEQUENCE OF THE NUMBERS MUST UNDERGO THE
SAME STATISTICAL TESTS THAT ARE RELEVANT TO
THE NUMBER SEQUENCE, PRODUCED BY THE RNG;
MAPPING ALGORITHMS MUST NOT LEAD TO
BIASNESS OR CREATION OF MODELS.
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5.

SOURCE CODE FILES.
The following file(s) are used by the RNG. The signatures provided are generated using SHAL.
Files SHA1
LinuxUrandom.pm D6893CAA6F2B2A8414C67BA2140F08C19D3C73CE
LinuxUrandomQueue.pm DEE2C8460E56767EAA7EEB776F176EECBAOOCEF7
RNG.pm B5ADAA3D6C44132799960B36889B2D9224553EF8
ADDITIONAL INFORMATION/OBSERVATIONS.
N/A
CONCLUSION.
According to the test results’, BMM Spain Testlabs s.l.u. confirms that the item submitted for testing is compliant
with all the relevant Regulations listed in Scope of Evaluation section.
Yours faithfully,
L1
| [
— _4- =
£ ) ,-r-"'";
| U ' sSLU.
oMM SPAIN TESTLABS SL.U. BMM SPAIN-TESTLAB
Director of iGaming Services Delivery EURSAM On-line Group Manager
Patricia Garcia Jesus Valero
1 The results included in this document are referred exclusively to the sampled tested, such as it is described in the
corresponding section.
MM testiabs
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APPENDIX A: STATISTICAL TESTS

The following tests were used to test the statistical properties of the RNG.
Empirical Tests

The Empirical Tests are based on the tests described by Donald Knuth in The Art of Computer Programming Volume 2:
Seminumerical Algorithms (1968, revised in 1997). They test sequences of numbers scaled to specific ranges.

Frequency Test Counts of each number occurring across the sample set.

Serial Correlation Test Counts of non-overlapping groups of numbers occurring together. Group sizes of two,
three, and four are tested separately.

Runs Test Counts of ascending and descending sequences of numbers. Note that this is a
different test to the Runs Test in the Diehard and NIST Tests.

Gap Test Counts of the size of gaps between successive occurrences of a given number. Each
number in the range is tested separately.

Coupon Collector Test Counts of sequence lengths required to complete a full set of each number in the
range.

Subsequences Test Similar to the Serial Correlation Test for pairs of numbers, except looking at numbers
separated by a specific gap. Step sizes of 5, 10, 15, and 20 are tested separately.

Poker Test The sequence is split into groups of five. The number of unique values in each group is
counted.

Diehard Tests

The Diehard Tests are based on the test suite published by George Marsaglia in 1995. They test sequences of raw
binary output from the RNG.

Binary Rank 32x32 Test Matrices are created using 32 32-bit words. The ranks of the resulting matrices
are counted.
Binary Rank 6x8 Test Same as the Binary Rank 32x32 Test, except each matrix is formed using 6 values,

each taking 8 bits from successive 32-bit words with a specific offset. All possible
offsets are tested separately.

Birthday Spacings Test 26-bit values are taken from successive 32-bit words with a specific offset. The
values are sorted, and the spacings between them calculated. The number of
spacings of the same size are counted. All possible offsets are tested separately.

Bitstream Test Blocks of 27218 values are treated as a stream of overlapping 20-bit values. The
number of possible 20-bit values that are not found in each block is counted.
Count The 1's Stream Test 8-bit values are taken and assigned a “letter” based on the number of one’s

appearing in the binary representation of each value. Overlapping groups of 5
“letters” are counted.

Count The 1's Specific Test Similar to the Count The 1’s Stream Test, except 8-bit values are taken from
successive 32-bit words with a specific offset. All possible offsets are tested
separately.

Runs Test Counts sequences of increasing and decreasing 32-bit words. Note that this is a
different test to the Runs Test in the Empirical and NIST Tests.

Squeeze Test A value of 2731 is repeatedly multiplied by 32-bit words, dividing by 2432 and

taking the ceiling of the result each time. The number of successive words that
are required to reduce the value down to 1 is counted. The value is reset to 2/31
and the process is repeated.
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NIST Tests
The NIST Tests are based on the suite of tests released by the National Institute of Standards and Technology in Special
Publication 800-22, Revision 1a (revised April 2010). They test sequences of raw binary output from the RNG.

Approximate Entropy Test Similar to the Serial Test, count each possible m-bit value,
except it does so for two adjacent m bit lengths and compares
the two.

Block Frequency Test Similar to the Frequency Test, except the data is split into

equally sized blocks. The number of ones and zeroes in each
block is counted.

Cumulative Sums Test Random walks are created by converting the datato +1 /-1
for 1 / 0 respectively and summing consecutive values.

Discrete Fourier Transform Test The data is transformed using a Discrete Fourier Transform.
The number of peaks within the 95% threshold are counted.

Frequency Test The number of ones and zeroes in the binary output is
counted.

Linear Complexity Test The length of the linear complexity of the random sequence is
determined.

Longest Run of Ones Test The data is split into equally sized blocks. The longest run of
ones in each block is determined and counted.

Non-Overlapping Template Matchings Test The data is split into equally sized blocks. Each block is

searched for a specific pattern of bits and counted. A separate
test is run for various bit patterns. Each bit pattern searched
does not overlap with itself. That is, when the pattern is
matched, the end of the pattern cannot be the start of
another match.

Overlapping Template Matchings Test Similar to the Non-Overlapping Template Matchings Test,
except only one pattern is searched, which may overlap with
itself.

Random Excursions Test As with the Cumulative Sums Test, random walks are created

by converting the data to +1 /-1 for 1 / 0 respectively and
summing consecutive values. The number of times a given
state is visited between returns to zero are counted. Separate
tests are run for various states from -4 to +4, not including 0.
Random Excursions Variant Test Similar to the Random Excursions Test, except the number of
times the given state is visited is counted for the entire
sequence. Separate tests are run for various states from -9 to
+9, not including 0.

Rank Test Matrices are created using 32 32-bit words. The ranks of the
resulting matrices are counted. Note that this is fundamentally
the same test as the Binary Rank 32x32 Test in the Diehard
Tests, although the implementation may differ.

Runs Test Runs of consecutive bits of the same value of various lengths
are counted.

Serial Test Counts of each possible m-bit values. Separate tests are run
for various m bit lengths.

Universal Test Distances between repeated patterns of bits are counted.
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